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(57) Abstract: When a Java application (AP) is downloaded from a server (40), the scheme and the transmission port number used 
during the download by the server (40) as well as the host name of the server (40) are recorded. When the Java application (AP) 
accesses a resource on a network, the host name of the resource, the scheme, and the destination port number are compared with 
recorded host name, scheme, and transmission port number. Only if all of them agree, the network access is permitted. 



WO 02/42920 Al [ lllil Illlltli II Illlli IIIII lill I II IN lllll Hill IIIII I1IEI illl IfllKt III! 111! lill 



(57) g$J: 

V— O^fj^tMT/U^-^a^APS^Vn- It— ^'4 0 



WO 02/42920 



PCT/JP01/09779 



1 

mmm 

5 mifrm 

«fc t^ac m? & o 

10 WjR&ffi 

Java 7*0 ^7 ^ >£W*CfBa&i*ft;fe rp^^T7°U 

v hj h^i^SV7h^x7lis n<z>&r>i&v— xnyu*-— ZfrhZ^ 

20 otV>§o 

fekfc-f b <Mf JET? § 3 ©T?&&^o 

30 -s zn£Mji&nttxmm\sT%>^f£*x b&^w—j^o)??*.* 



WO 02/42920 



2 



PCT/JPOl/09779 



Java, mmmm) yti^^>^mmrm^ntc:V7h^^T 

5 ©tf&5. CCD^t/t77'J^a>il if— nfrbZ^j TZs YW&&W> 

t±s ±^bfeif >F^y^x©^fc&ftoT:fe£l\ *y hy— ^±©v>-fti,© 

fcfcU ^tts Java (fiftlM) fca^-bfe^y h»7-^jWR©«NK*»«fc 

15 b tie> b & ^ £> s ±at b if > h* y * X * r > vr 7 Vtr - a > id WS b 2~ 
l« »s ^ ^/tT 7° U -Jr—: a > fc: «fc v h t7 — ^ Hz ^ ?t%±\z.m% 

20 c©«fc"5«:1tS©Ts *IPJ3fc£s 0iitHr^^^TrU-5r— ^a >©«fc-5&V 7 h 
£PJ©gg^ 

— a> e> v ^ h x t & > d - f <r s B5fc^ mm u v — ^ #w 

>P — F^tlfelufBV7 b£^T^f?£;ri3£££J;D*y hP— ^±©U V 
30 — ^^NT^-k^1"§il^ ^©T^-fe^^i:^§U V— X©^ h^hs 



WO 02/42920 



PCT/JPOl/09779 



3 

(ilufBT ^ -fe x & §T S -Ifc b& v ^i^rk: ItmmT # -fe * £fF^ b& ^ 
5 13V 7 h ^Tfci;. Java (3&l3ftQ 7D ^ ^ >^mmxm^ti, iiufB^ 

tl&IB3i$i#:£3i««o 
15 & s iufBU V— h^fc^fcziBfirr ^IBIt^fcs ^>n~F£tifeiiu 

25 f3U V— *#MV^fc;*^— A&tf^#— h«^£ s BUlBU V-XCD*;* h^til 

& ^iBH-r ^iBH^fcs ^e? >p - F£ftfet>fi3v y h *^7iFmfT£n%z. t 

V~X©** hS^^MT^fe^fcfflV^X^-AOT%^-b«^BfrfBlB 
H:bW3*>; h£ s X^™AWWg*-h#-^fci:b^-r?.i:b^^i:s itufBib 

30 jgECD«s'^s ~Mhfcm^izimm7?7Jz7,%mm-?&--j3, -mv^m^^tm 



WO 02/42920 



4 



PCT/JPOl/09779 



7-^±0 'J v-^^r^-fe^ t««^fi:> r^-fe^fcMfcfcfcS y v-xo*7 h 

10 

^5 -So 

mm %mmir % & mcom^comm. 
xm*<Dmt &m%x & s 0 



30 A : 



WO 02/42920 



PCT/JP01/09779 



5 

(1) ->Xy : -&±i*(DMffi 

mm^mt^^ z.<D*/xrr&it±s mwmmmiOs mm^try vmmmz o s 

10 fefeO^^^-tf©^^ Java (SMfflSO 

7'J^>3> ^^t-T & £ £ # ITti il & o T V> S o 

is ^ v Tmmmommx^mmm^ti, ^comu^Mz^m-r^mmmmm i o 
20 -y-— ofis #a^— ^^V7 h^x-T^^bT^Ds eiti&^-r * 

v b 3 0W»^9 h«fi$§2 O£^bTtl0«©$|l 0fc:||$rf So 
0g*.fck itwUOii, ft^ttg&ft 1 0(D^'^7if&fflV^T#MRTfi^HTML 
(Hypertext Markup Language) Jf^;©^—^ 4\ Java (^^^^) 7° 
D if? * > ^m^t!fa^^ tlfe ^t^T7' U ^T— > 3 > £«f# bT ^ £ o CI © V -V 
25 ^T7Vtr—*yB miis »5lH^©:t>^ > h U—tV if 
©7* F Iz-Xllftf^V^iP I M (personal Information Manager) ^©ffS& 

o 

30 



WO 02/42920 



PCT/JP01/09779 



6 

(2) mmmmmi oo^-w^rmm 

wHtc^-ri^fcs m&nxmi o& msm&i is nm»i 2 s 3.—*?<i> 

m 2 0 cDSifeM 2 1 fc«M©&*T"5 o 
10 If— 

Ml 2 (is £©&?MiS$81 0©#a$&ffl««*©H*Ds CPU 1 2 Is 
ROM1 2 2WSRAM1 2 3 j?p 5>$i^c*frl£o 

ROM1 2 2 t(»CD W7D ^7 A^M^tlt $ D s CPU1 2 1 fc£ s 

cicDffiijfprD ^ A^m^m x^x^mnmmn^mnt^o r om i 2 2 ^©aijfp 

SRAM 1 2 3fc£. CPU 1 2 1 <DV~*7?- V Tt VXM^ 6tl&fci>\ "tfwt 
4 O^^^^nS^-^^^^^^^bfeDsit-MM 0fr£>^>P~Fbfe 
^ 7 s U — : a > ^IBif-f 3 o 

20 

(3) jRftHI'l 0©V7h^x7M 

^Cslfliil 0CROM1 2 2^IB1t^tlfeV7 h t> x-T <DMm^~D^X 

25 #g??S§gftBl 0©V7 h^^TKs S"FJl^&S±jl©II{-s yt^U—y^j 

>7>7rAOS, ^tA77'^- >>a>T^-^-v JAMs ^-WW^— 

a5Ds gf?f*iS«l O0S«^®a^if^~h-r^o 



WO 02/42920 



PCT/JP01/09779 



7 

K VMCDfiJtU^-te U r-f f-x y £ &ff -5 fc&CD V 7 h £ x D s 
^t^7r#-i/ a>AP &&M<D U V— ^.-fNCDT^'fe^&ff "5 P8*£n ^<DT? 

£&$J$|loDTs ^t^77 , ij^r- ^3>£^frr&o £<7>:^/\Vt— 

K VM&tFS? t^T^'J 7-"^> a >Y^-^t J AM(is ^l/-r ^f>^^r 

i;tA"77'iJ^>3>APit Blfe^CJava (SMittQ 7P^7 

Ofc^>n-K^ SRAM 1 2 3ft\zm%&£tiXmF*tiZo 

(4) T^-b^W31^-^;i/CD*^ 

^1'; < !77 l 'J^3>Y^tJAM«§7^-fe7fir-7 a 
15 ;i/©IBtfti*i§©— 08*^^7*— Ma*e*So dO^^-fexM^— y 

£ > P — F 7D & 5 it— 7^ 4 0 © U R L (uniform Resource Locator) ifi 
20 WB^tlX^^o uOUELC^ it— ^4 OCD*^ h^feltT^^<s X^r — A 

4 0 iiaiM-TS^fc^fe^n h n;VS5»l*U #|£fc^ http (Hypertext 
Transfer Protocol^ ftp (File Transfer Protocol) ^p^fe-So ^7e s 
h#-^^ it- A' 4 0 ^t^"77 a 'J ^->3>APWiil 1 0 
25 MfSl^fcfflV^fcjSIM^—h^^iftbTV^So co^-FifSi^ RFC 1 
7 0 0fcj;ot:7riJ^-$/3>iS: ; ?«)^«)&nt^5'7x;i/>'>7^-h# 

Bi4fc^Ts 7/i;^->3>iai#^ r ap0 ooij »itur 

L r http://www.abc.co. jp:80j J0*f3tt£frlW So Ctl&s T7Vtr— S>a 
30 >ft&#!#-i§- r ap oooij ^t^t/'?77 , IJ^-i/3>AP^ *X h£ 



WO 02/42920 



PCT/JP01/09779 



8 

Twww. abc.co.jp J ©f-/U0^^ s ^— T 8 0j Jk.TFT.^r — A I~httpj 

a>AP^ h 3 0±(DV V—XlZT&'tzZir&X^teiM&s^O^^ 

a > A P U ^r — ^ 3 > WJ'|t|g}3^ft^ 6 tit TZ^Ts 

mm^—^Mzmm^nx ^ & u r l ic^t bt©^ t# -t^ £fF^-r& j; o \zu 

10 oT^&o 
B : WiW 

(1) ^t^77iJ^>a>CD^>D-Wi 

HI 5 fc£ s &$¥ttgg$ft 1 Oti^^tWJ^aVAPO^VD - KM 

25 eKD^^Vo-Fg^^bT-y— ^'4 0^ji£;#-r§^i;fcj; tK&flf«IS*Sl 
0 J: § $> * / t r U - */ 3 y <D V t> > n - H ASH fi & Ury7"S 
2)o cfcDH^fc&s ^^A'r7°U^-^3>APcT)Tru^--->3>»J«|g 

>AP^©&©©^— )W^Xt?t>yri~Y%tl%><> 
30 $&ttlg#gl 0(± s it-^4 0 ^ 5>»$ tife77 'J ^r-i/ a >llilS(FU 



WO 02/42920 



PCT/JP01/09779 



9 

;WJ^>3>APOr-^4SRAMl 2 3 ©m^©I31t^ 'J7tfga 
ArW< Ut^S4) 0 t^t©T-^i?S R AM 1 2 3 tf §a*nfei il 

5 

(2) ^-wrmj-Jr— SsaXD&fffBVM 

m 6 {is £ft$*G4R 1 0©^tAV\-ft;VTi/>KVMC cfc § ^t^77''J -fir 
10 fcJte&Tia3K:w'r5>'WVV- W>KVM±-C^ W^iJ^a > 

m^^^y by— ^±©>J v— ^-NCDT-^-fe^^^-r^M^fes^^ 

1 ; Yes), $>-WW— ?-v;i/V$/>KVMtts *07^-fe^jfet!&!5UV- 
20 b^^OT^-feXfcffiUS;^— AW^5fe^-h#-^^Hff^tlT 

25 jen-enjtisfc^nso 

Jt*fcBB#£T— gtbfeW^fcB: Ur^y/S 1 4 ; Ye s) s S>> 
30 4 ;No) s ^^^V^t^^^KVMil by— ^T^-tr^&fHg: 



WO 02/42920 



PCT/JPOl/09779 



10 

— Set* &M£tte(DfyTtr -fe ^ ^fp^-T & 0 

C : 

15 "fjiffirife-c&So 

( i ) mmmmm i o mm 

20 IbfePDA (Personal Digital Assistants) t^ot & cfcl^o 

(2) 40 emm 

25 «t3*©^Sl9^«rt?tts -3wt4 0 fcfc>f V*— * y h 3 0±tcfaS^^TV>S* J s 

( 3 ) 7"d^>> ynmmm 



WO 02/42920 



11 



PCT/JP01/09779 



(4) ^mmcommmmte «\ ±mmm^m^^xm^ht^^^^mm^m 



WO 02/42920 



PCT/JP01/09779 



12 

1. V7 bt>^TK£2>%y bV—P<^<DT& J kX%WM'rz>y?±XWmfi& 

15 

2 . Ill 1 l3®©7 : '^-feXWa73S^43^Ts 

tuts v y h^x.Ti^ Java (s^k) ruv^ ^>vmm^mM^ns m 

20 

25 x b^tt^izmm-r^mmts 

0iJV-7A77t7tSi^^07^^7MifeS 'JV-70^ h££s 

^-ARnmim-b^ttmi-^mmts 

30 Iul3i:bi^©^s -itbfeil^{ilufBT^-feX^fF§-r§-^ -H&U&l^ 



WO 02/42920 



PCT/JPOl/09779 



13 

4. V7 h^iT'fc.tS^y bV— #'\(DT? J lzX%mm'?&7f7 J &ZWMJjWi% 
^7^f7> h>7— ^±©>j y-^i»6V7 h!>i7^>n-Ft 

15 ^izltmMT^'k^m^V^mMh 

fc^fr^ m ^ a ^ibh b n > b° sL~~^m^m *) vim 

20 

9=7 4Ty blf^V by— 7±®'J V— Xfr£>V 7 h i)i7^i)>P» 

BUIBU V-X^ffll^fe^^-ATO^^t^- ^#■^^ N lulBUV-^©* 

30 ^m^^^^h-r^T^^wsm^ 



WO 02/42920 



14 



PCT/JPOl/09779 



6. ^mmmim^tis mm^hx^-^m.m^n^mm.m^x^-ox, 

f£T^ -te X ffl V^ AOTB^— h £ s t&SBSBttt bT ^ & *X h £s 



WO 02/42920 



PCT/JP01/09779 



1/5 





WO 02/42920 



PCT/JP01/09779 



2/5 



o| 




C\J 



WO 02/42920 



PCT/JP01/09779 



3/5 



,AP 
,KVM 

/JAM 

.OS 



4 



URL 



ap0001 



http://www.abc.co.jp:80 



ap0002 



http ://www. abc.co.jp:80 



ap0035 



ftp ://www. a be . co. j p : 2 1 



WO 02/42920 



PCT/JPOl/09779 




( m& ) 









r 


mm 





S1 



I 



S2 



mmmwom 

' URL^IB'H 



S3 



3>W XTZfU 



S4 



WO 02/42920 



PCT/JP01/09779 




INTERNATIONAL SEARCH REPORT 



International application No, 

PCT/JP01/09779 



A. CXASSIFICATION OF SUBJECT MATTER 

Int. CI 7 G06F15/00, G06F13/00, G06F9/06 



According to International Patent Classification (IPC) or to both national classification and IPC 

B. FIELDS SEARCHED 

Minimum documentation searched (classification system followed by classification symbols) 
Int. CI 7 G06F15/00, G06F13/00, G06F9/06 



Documentation searched other than minimum documentation to the extent that such documents are included in the ^elds searched 
Jitsuyo Shinan Kbho 1926-1996 Jitsuyo Shinan Toroku Koho 1996-2002 

Kokai Jitsuyo Shinan Koho 1971-2002 Toroku Jitsuyo Shinan Koho 1994-2002 



Electronic data base consulted during the international search (name of data base and, where practicable, search terms used) 
JICST DATABASE (JOIS) 



C. DOCUMENTS CONSIDERED TO BE RELEVANT 



Category* 



Citation of document, with indication, where appropriate, of the relevant passages 

JP 11-45228 A (International Business Machines 
Corporation) , 

16 February, 1999 (16.02.1999), 

description, Par. No. [0013] 

Sc US 5987523 A & CN 1210308 A 

Teruo NAKAMURA, "Kigyo User no tame no Java Nyumon (12kai) 
Network kara no kougeki wo f usegu Security Kinou no Gaiyo" , 
Nikkei Computer, 14 September, 1998(14.09.1998), No. 452, 
pages 180 to 182 

* Default Policy Implementation and Policy File Syntax' . 
Java2 SDK, Standard Edition Documentation, [online] . 
Sun Microsystems Inc., 30 October, 1998 (30.10.1998), 
[retrieved on : 18 January, 2002 (18 . 01.2002) ]. Retrieved 
from the Internet: 

<URL :http : / / java,. sun. com/ j 2se/l . 3 /docs/guide/security 
/PolicyFiles . html> 



Relevant to claim No. 



1-6 



A 



1-6 



1-6 



Further documents are listed in the continuation of Box C. Q See patent family annex. 



* Special categories of cited documents; K T" 
"A" document defining the general state of the art which is not 

considered to be of particular relevance 
"E" earlier document but published on or after the international filing "X" 

date 

u Jf document which may throw doubts on priority claim(s) or which is 

cited to establish the publication date of another citation or other a Y" 
special reason (as specified) 

"0 M document referring to an oral disclosure, use, exhibition or other 
means 

"P" document published prior to the international filing date but later 
than the priority date claimed 



later document published after the international filing date or 
priority date and not in conflict with the application but cited to 
understand the principle or theory underlying the invention 
document of particular relevance; the claimed invention cannot be 
considered novel or cannot be considered to involve an inventive 
step when the document is taken alone 

document of particular relevance; the claimed invention cannot be 
considered to involve an inventive step when the document is 
combined with one or more other such documents, such 
combination being obvious to a person skilled in the art 
document member of the same patent family 



Date of the actual completion of the international search 
18 January, 2002 (18.01.02) 


Date of mailing of the international search report 
29 January, 2002 (29.01.02) 


Name and mailing address of the ISA/ 

Japanese Patent Office 

Facsimile No. 


Authorized officer 
Telephone No. 



Form PCT/ISA/210 (second sheet) (July 1992) 



INTERNATIONAL SEARCH REPORT 



International application No. 

PCT/JP01/09779 



C (Continuation). DOCUMENTS CONSIDERED TO BE RELEVANT 



Category* 



Citation of document, with indication, where appropriate, of the relevant passages 



Relevant to claim No. 



Ryo NEYAMA, et al . , M WWW jou de Koukai Kanona Bunsan Ongaku 
Joho System ; download shita Java Applet no tame no Anzenna 
Local Tsushin Houliou" , Nippon Software Kagakukai, 
Dai 14kaiTaikaiRonbunshuu, 02 October 1997 (02.10.1997), 
pages 185 to 188 



1-6 



FormPCT/ISA/210 (continuation of second sheet) (July 1992) 



mwmm^ pcT/jpoi/09779 



a. mm<?>m-tz>&m<o&m cmmm&m u pc) ) 

Int. CI 7 G06F15/00, G06F13/00, G06F9/06 



wtfT^itMfhwam mwm&m u pcj ) 

Int. CI 7 G06F15/00, G06F-3/00, G06F9/06 



B#BHfll$rg£<&$l 1926-199 6# 

H*H^WSfeffl*i*&« 1971-2002^ 

S*H*ffl^f*»^# 1996-200 2*£ 

0*H^&Hfflff^lft 1 994-2 0 02^ 



JICSTt^^ (JOIS) 



_____ «5Si-S 

A JP 1 1-452 28 A W^-ti/at/l" 1-6 

^y^.a^Wi'gy) 1999. 0 2. 16, WB^JH 

1 3WtWr 

&" US 5 9 8 7 5 2 3 A & CN 1 2 1 0 3 0 8 A 
A fftftf& _>^— if—OfcfeCO J a v a AW (1 2®) 1-6 

^, 1 9 9 8. 0 9. 1 4, 14 5 2-f, p. 180-p. 182 



□ /^yh7r 5 P -fcBBi-saiflRSr^JB. 



ioTii^&^ftV^^&ih/Sfc© 

r&j m—s*7*'h7T§y—JQk 



HIISnie__*T bfcB 

18. 0 1. 0 2 


£9.01.02 . 


B^B'-ftfFJr (I SA/J P) 
^_€##1 0 0-8915 
JWCUFfft H Kft#W_T 14S3f 


mm^f- 03-3581-1101 P 


5B 


9 5 5 5 


^£§t 3 5 4 5 



iSPCT/ISA/2 10 d2-!-e?) (I 9 9 8¥7fl) 



#■§• PCT/JP01/09779 



A 



'Default Policy Implementation and Policy File Syntax' . Java2 
SDK, Standard Edition Documentation [online]. Sun Microsystems 
Inc. 1998. 10. 30 [retrieved on 2002. 01. 18] . Retrieved from the 
Internets URL:http://java. sun. com/j2se/l. 3/docs/guide/secu 

rity/PolicyFiles. html> 

n— KUfc Java T^fl^y b©fcfo©^ftp- */Hiflr*tfe 



1-6 



1-6 



0. 0 2, p. 1 8 5-p. 18 8 



1 9 9 7. 1 



iSPCT/ISA/2 10 (JK 2^-5*0**) (1 9 9 8^7^) 



J 



